June 16, 2006
FRAUD TIP OF THE WEEK

“Lotto” Letter Scam
By Detective Paul Henninger

The Lotto Letter Scam is a variation of the Sweepstakes Scam, previously discussed in the
fraud tip of April 5, 2006. Information about the Sweepstakes Scam can be found at the
Salem Police Department’s website, www.cityofsalem.net. Please review it for additional
information about Sweepstakes Scams.

During the past week, we have received three complaints from victims of the Letter Lotto
Scam. This scam usually goes as follows: The Fraudster will mail you an unsolicited letter
advising that you have won tens of thousands of dollars in a lottery...Included with the letter
will be a $1,000 to $3000 check (a new twist) to pay for taxes or a processing fee...After
making a phone call to a number on the letter, you will be instructed to cash the check and
immediately wire the money, by “Western Union” or a “MoneyGram,” to the Fraudster’s co-
conspirator ....The check will be returned to your bank as a counterfeit (forgery)...You will be
responsible to repay the bank for the check.

These letters come from organized crime. Millions of these letters are circulating the globe. 1
have found that most of these criminal organizations operate from outside the United States.
These scammers are very good at deception and insulating themselves from detection. Your
money will probably leave the United States. Once it is gone, it is GONE.

Most of the co-conspirators who receive the fraudulent funds are also operating outside the
United States. The ones who do operate in the United States usually operate in big cities,
move frequently and do not target victims within the same state. Either way, the co-
conspirators are very hard to identify and arrest. American Law Enforcement does not have
the resources to track down the criminal organizations or the co-conspirators.

TIP: You cannot win a lottery if you did not enter that lottery. It will be a scam.
If you receive one of these checks, turn it over to the police.
Federal law prohibits foreign lotteries from operating in the U.S. This is for your
protection against scams, including ldentity Theft. A person inside the borders of
the U.S. cannot legally purchase a foreign lottery ticket, even on the Internet. If
you want to buy a Canadian Lottery ticket, you must go to Canada.
State-regulated lotteries, such as the Oregon Lottery, are safe to participate in,
although odds are you will never win “your big prize.” The “sweepstakes industry”
inside the U.S. is virtually un-monitored. Many of them are deceptive or a scam.
Enter at your own risk. Review my sweepstakes fraud tip on our website before
doing so. | do not enter any of them, because it is virtually impossible to determine
if they are legitimate.

Following is an example of a recent check and letter received by a victim. This victim did not
lose any money, or get arrested, because she responded to her suspicions and took the time
to have her bank verify the check was counterfeit. GOOD JOB, Victim.






