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Identity Thieves commonly use the Internet to contact their victims. Today we are going to
discuss a very popular form of internet fraud, “PHISHING” (fishing). Even with all of the
public education and warnings about this scam, it is estimated that about 10 percent of the
persons who receive the emails, still give away their credit card number, or personal
information. Are you, or a loved one, the next? The only defense for this scam is public
awareness. Share this tip with your friends, family and co-workers.

Phishing - is the sending of unsolicited e-mails falsely claiming to be from an established
legitimate business. The purpose of the e-mail is to obtain your personal information for the
purpose of identity theft. The e-mail directs you to visit a counterfeit website that will look
identical to the legitimate business’ website. You will be asked to update personal
information, such as passwords, credit card numbers, social security numbers and bank
account numbers, information the legitimate business should already have. The website is
bogus and set up to steal your information. If you want to check your information with a
legitimate business, go to their website by typing their website address in your web browser —
NEVER USE A LINK CONTAINED IN AN E-MAIL THAT IS ASK ING YOU TO UPDATE
INFORMATION, even one you think may be legitimate.

TIPS: Unsolicited E-mails

- Be very suspicious of all unsolicited emails. It i s probably a scam or a
hacker is trying to infect your computer with a vir us.

- Phishers create elaborate emails, and counterfeit w ebsites, which will
look authentic and resemble the official website of your bank.

- Never use a hyper link or phone number in an e-mail that is

asking you to update or provide personal informatio n. Type their website
address into your web browser. Look up the phone n umber.

* Your bank, or credit card company, will never send you an e-mail asking
you to provide or update your personal information.

- The government, including the IRS, will never send you an e-mail asking
you to provide or update your personal information.

- Legitimate businesses, will never send you an e-mail asking you to
provide or update your personal information.

- For more information about common internet scams, v isit the fraud tips
listed on the Salem Police Department’s website,
www.cityofsalem.net/police/




Two examples of Phishing:



