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These scammers are interested in stealing your identity or developing a relationship with you so you will 
cash some checks.  The scammers like to use counterfeit money orders, cashier’s checks and U.S. 
Treasury checks.  They will ask you to quickly wire part of the proceeds to them or another person.  
Later, the check will be returned to your bank as a counterfeit, and you will have lost whatever funds 
you wired to them. 
 
The scammers commonly locate their victims through Spamming, Phishing, Pharming, For Sale Ads, 
Legitimate Job Postings, Fraudulent Job Offers, Chat Rooms, Personal Ads and Personal Websites. 
 
The scammers commonly: 

Ask you to help move money (money laundering) out of an African country; 
Overpay you with a check to buy your car, boat or horse; 
Notify you about an unexpected tax refund; 
Notify you that you have won an unexpected lottery or sweepstakes; 
Notify you that you have an unexpected inheritance; 
Notify you about an unknown insurance policy for a family member who has just died; 
Develop an Internet romance with you, luring you into cashing or re-shipping counterfeit checks; 
Have you re-ship merchandise (stolen) as a favor or part of a business venture; 
Monitor legitimate job posting sites to offer you a job and get your personal information; 
Gather your personal information by creating elaborate business websites with employment 
opportunities; and 
Offer business loans or venture capital. 
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HERE ARE SOME  SCAMS TO AVOID : 
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