FRAUD TIP OF THE WEEK
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The lottery and sweepstakes scams are very similar and popular with the fraudsters. These
scammers are well organized, financed and usually operate outside of the country. Yes,
organized crime. They can have agents in the United States, Canada, England and other
countries.

The lottery and sweepstakes scam generally goes as follows:

Their main target is stealing cash directly from the victim. Some are also after your
personal information for the purposes of identity theft.

They gather your name, address, phone number and other information through phone
books, public records, shared or purchased customer lists and the internet. They even
share lists between themselves. These scammers usually know your name and address
when they contact you.

You will receive an unexpected call, a letter or e-mail. They will notify you that you have
won a sweepstakes or lottery. YEAH!! They will provide you with a convincing story
and documents. They will even send you a partial payment check to pay the “taxes or
processing fee.”

If you read the documents closely, you will commonly see grammatical and typing
errors, especially if their native language is not English. They like to use the names and
account numbers of major banks and businesses that issue checks and money orders.
Yet, they sometimes misspell the name or do not use the correct logo. On their
notices, they like to mimic the names of well-known legitimate U.S. sweepstakes, like
“Publisher’s Clearing House Sweepstakes.” They will use “Publishers” in their name, or
call it Publishing Clearing House.

The sweepstakes scammers like to target the elderly through the mail. They commonly
hook their victims with a series of $20 to $50 processing fees to receive the winnings.
What is the risk of paying $20 if you're going to win millions? Answer: TWO Million
Dollars to the criminals if they get 100,000 responses. They also ask their victims to
provide personal information to receive their winnings. After the victim stops paying the
bogus fees, they become a victim of identity theft.

The lottery scammers are a little trickier. They use a combination of the telephone, mail
and the internet in their scams. They set up 1-800, 1-866, 1-888, etc., toll-free numbers
so you can call them to verify the winnings or the validity of the funds from a check. A
nice English-speaking person (crook) will answer the phone and verify that the “too
good to be true” winnings is legitimate. They also provide convincing documents. Their
goal is to send you a counterfeit cashier’s check, have you cash it, and wire funds back
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to them before the check is returned to your bank as a FORGERY. They are
accommodating and will even send you a check to cover taxes or a processing fee.
Sometimes, this check is already in the envelope with the initial Winnings Notification
letter. Just cash the check, wire them the money and wait for your winnings. They will
promise, “the check is in the mail.” It's that simple.

These lottery con artists are very clever in using counterfeit cashier’'s checks. By using
a cashier’s check with the correct account number for that bank, they know the funds
will become available in the victim’'s account before the check is returned. Verifying
funds does not ensure the check is legitimate, only that there is money in the account
whose number is printed on the check. When the check is returned as a forgery, it is
the victim who is responsible to repay the bank.

This week, | reviewed three more Lottery/Lotto Scam complaints. | will share one. | will refer
to this victim as Joyce “Doe”. “Doe” is not her real last name.

Joyce received an unsolicited letter advising she had won $68,700.43 in the “Walmart
International Sweepstakes Lottery.” Oddly, the letter and check listed her name in the wrong
order, Doe Joyce. The letter was postmarked from Canada. A $3,890.00 cashier’s check
from “Priority One Credit Union of Florida” was with the letter to cover the “administration
fee.” All she had to do was cash the check and wire the money back to Canada using a
MONEYGRAM MONEY TRANSFER or WESTERN UNION.

Joyce was suspicious because she had not entered the lottery. Her husband called the bank
using the toll-free number printed on the check. A nice woman answered, using the name of
the bank. This “bank employee” confirmed the check was legitimate and was issued to
Joyce. Joyce’s husband was still cynical. He saw some red flags on the letter. He used the
Internet to look up the phone number of the bank and made another call. He talked to a
different nice woman. The bank was very familiar with the scam. He learned the check was
a counterfeit/forged check using the name and account number of that bank. They called
their own bank, which referred them to me. YEAH!!! Joyce and her husband are the

WINNERS  Good Guys -1  Scumbags - 0

If Joyce and her husband had ignored the red flags, she would have learned a painful $3,580
lesson. If she had verified funds on this check, she would have been told the account had
the money to cover this check. If she had deposited this check, the funds would have been
made available in her account before it was returned as a “Forgery.”

| have attached a copy of the letter and check. Look at both closely. Can you spot the
mentioned red flags? There are others. Can you spot them?



*************************************COpy of Fraudulent Letter*******************************
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For more information on Lottery and Sweepstakes Scams, and other common frauds, visit
the Salem Police Departments website, www.cityofsalem.net/departments/police. Click on

the quick link entitled “Fraud Tips”.



