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September 2007  
  
Modern day Identity Thieves still use the telephone to steal identities.  It is a common 
form of “Phishing,” pretending to be a legitimate business or governmental agency while 
trying to trick you into providing them with your personal information for the purposes of 
fraud and Identity Theft.  I will share two that occurred in Salem.  Would you have taken 
the bait?   
 
One call targeted one of our senior citizens. The caller identified himself as an 
employee of Wells Fargo Bank, offering a $1 million Indemnity Life Insurance Policy for 
$24.95.  That would be a great price for a million dollar policy.  The caller quickly recited 
the senior’s name, address and date of birth, asking for verification.  The caller asked 
the senior if he was on Medicare.  The Medicare question alerted the senior of a 
potential problem, because he knew he should protect his Social Security information. 
The senior asked the caller for a name and phone number.  The caller suddenly hung 
up.  The senior called us.  
 

Note:  Banks will not make unsolicited calls asking for, or talking about, your 
bank account numbers, date of birth or Social Security number.  I believe these 
scammers were after the victim’s Social Security number.  Somehow, they 
already had his name, address phone number and date of birth.  Since the bad 
people already had his date of birth, I listed him as a victim of Identity Theft.  He 
put a fraud alert on his credit history and ordered a free credit report so we can 
determine the damage already done. 

 
On the same day, a young woman received a call with great news.  The government 
was going to give her some money.  YEAH!!  The caller ID showed a number of “1112.”  
The caller had a “Middle Eastern Accent” and claimed to be from the “Department of 
Social Security.”  The caller stated that because the woman had “worked hard the last 
couple of years” and was a “good Samaritan,” she was entitled to a $3,000 refund from 
her Social Security account.  She was to receive six monthly payments of $500.  The 
caller knew, and recited, the woman’s name, address and phone number. The caller 
asked the woman for her bank account number and information so the checks could be 
deposited directly into the woman’s account.  When the woman mentioned she did not 
have a bank account, it was suggested she open a new account. The victim thought this 
was a scam, but was not sure what to do.  These thieves are persistent.  Today she 
received two additional calls encouraging her to open the account so she could receive 
her Social Security refund.  Instead, she called me for advice.   
 

Note:  The thieves unknowingly attacked a young person who was unemployed 
and living with her parents, so the call did not make any sense.  Names, 
addresses and phone numbers are readily available on the Internet, in phone 
books and other public data systems. Do not let your guard down because 
someone knows this information.  The key to reducing your chances of being 
victimized is to always protect your credit card numbers, bank account 
numbers, date of birth and Social Security number .  In this case, the thieves 
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do not appear to have this information and may have been phishing for these 
critical pieces of personal information.  I did not list this woman as a victim of 
Identity Theft, but I did suggest she receive a copy of her free credit report as a 
tool to determine if her identity had been compromised through other means.    
         

TIPS: 
 
��     TTEELLEEPPHHOONNEE  PPHHIISSHHIINNGG  --  The scenarios change constantly, but there are 

some common themes: 
o   The calls are UNSOLICITED!!!  
o   There is a sense of URGENCY 

�� If you do not respond or act immediately something bad is going to 
happen.   

�� They need to verify your banking account information, or your 
identifying information, so they can help you. 

�� You must act fast to avoid a loss or to receive your winnings.   
o They CONTROL THE CONVERSATION and AVOID QUESTIONS  
o They PROVIDE BOGUS PHONE NUMBERS 

�� TThheeyy  mmaayy  pprroovviiddee  yyoouu  wwiitthh  aa  pphhoonnee  nnuummbbeerr  ttoo  ccaallll  ttoo  rreessoollvvee  tthhee  
pprroobblleemm,,  aanndd  ttoo  pprroovviiddee  yyoouurr  ppeerrssoonnaall  iinnffoorrmmaattiioonn,,  oorr  ttoo  vveerriiffyy  tthheeyy  
aarree  wwhhoo  tthheeyy  ssaayy  tthheeyy  aarree..    AA  ccrrooookk  iiss  wwaaiittiinngg  oonn  tthhee  ootthheerr  eenndd  ooff  
tthhaatt  bboogguuss  pphhoonnee  nnuummbbeerr  rreeaaddyy  ttoo  ccoonnvviinnccee  yyoouu. 

o They may FOLLOW UP WITH CONVINCING DOCUMENTS, but do not 
allow that to fool you. 

�� TThhee  ggoovveerrnnmmeenntt  aanndd  lleeggiittiimmaattee  bbuussiinneesssseess  ddoo  nnoott  mmaakkee  uunnssoolliicciitteedd  ccaallllss  aasskkiinngg          
ffoorr  yyoouurr  bbaannkkiinngg  oorr  ppeerrssoonnaall  iinnffoorrmmaattiioonn..     

�� ALWAYS KNOW WITH WHOM YOU ARE COMMUNICATING 
o INTERRUPT and hang up  

�� Their goal is to have you panic, and to keep you on the phone so 
they can convince you it’s real. 

o RESEARCH the problem, or the Involved company  
o DDOO  NNOOTT  UUSSEE  TTHHEE  PPRROOVVIIDDEEDD  PPHHOONNEE  NNUUMMBBEERRSS..    IIff  yyoouu  wwaanntt  ttoo  mmaakkee  

aann  iinnqquuiirryy,,  uuse the phone number listed on your credit card or billing 
records to contact the business.  Consider using the Internet or telephone 
directory to find that number.  

�� CRITICAL Personal Information To Protect 
o SOCIAL SECURITY NUMBER 
o DATE OF BIRTH  
o CREDIT CARDS NUMBERS 
o BANK ACCOUNT NUMBERS  

 
 

 
For additional fraud tips, visit the Salem Police Departments website at 

www.cityofsalem.net/departments/police    
    


