July 2007

Spam is jJunk e-mail. Spamming can be legal. It is illegal if it is deceptive and does not meet
the guidelines established by the “Can Spam Act” of 2003. | have attached a summary of the
act at the end of this fraud tip. Legitimate businesses, deceptive businesses and criminals use
Spam.

Phishing, simply stated, is the sending of an unsolicited e-mail that falsely claims to be an
established legitimate business. The purpose of the e-mail is to retrieve personal information
for the purposes of Identity Theft. The e-mail directs the user to visit a Web site, where they
are asked to update personal information, such as passwords and credit card, Social Security
and bank account numbers the legitimate organization already has. The website, however, is
bogus and set up only to steal the user’s information.

Spoofing- Spammers and Phishers commonly use e-mail “Spoofing” as part of their
arsenal to attack you. Spoofing for commercial purposes is illegal. E-mail spoofing refers to e-
mail that appears to have originated from one e-mail address, when it actually originated from
another address. Spoofing has been used to harass or discredit a person by sending out a
malicious e-mail using the e-mail address of the targeted person. Spammers use spoofing to
get past spam filters, to appear to be part of a specific network being targeted and to avoid
detection. Phishers use e-mail spoofing for the same reasons and, most importantly, to
impersonate the legitimate e-mail address of the business (credit card company) being
targeted. Phishers can also spoof ISP addresses.

If you use a computer, you will receive Spam. If you use spam filters, most are blocked, but
some will get through. A common trick to avoid spam filters of a network is to use a spoofed
address, which includes part of the network’s address (ex. @cityofsalem.net). This can trick
the filters into allowing the message into the network. The recipient may think the e-mail is
from within the network and open it. It may be junk mail, trying to sell you something, contain a
virus in an attachment, or trying to steal your personal information through phishing.

TIPS:

ALWAYS RESEARCH AN INTERNET COMPANY BEFORE YOU SHAR E
INFORMATION WITH THEM OR USE THEIR SERVICES.

YOU CANNOT TRUST ALL E-MAIL ADDRESSES.
TREAT ALL E-MAILS AS IF THEY ARE SPAM OR PHISHING.
Your network system administrator’'s e-mail address can be spoofed. Your

network system administrator will not send you an e -mail asking for your user
name and password. They already have it.



Evaluate the dangers of doing business with a compa ny that spoofs e-mail
addresses or buys information from a company that d oes.

Here is a copy of a Spam e-mail that got into the C ity of Salem network on June 28 ™ by
spoofing the e-mail return address. The e-mail lis ts the return e-mail address as
“Byron”< vic@cityofsalem.net >. There is no such address.

| went to the website listed in the e-mail. A snap  shot of the first webpage is attached. |
found it odd that the entire website did not have a  ny links, information or contact
information about the company offering to save me u p to 35% on a mortgage.



The next page of the website asked for my first nam e, last name, address, e-mail
address, home phone, work phone and best time to co ntact. Since the website did not
ask for a birthday, social security number or banki ng information, | filled out a request
to “get approved in minutes.” | used my name and wor k information, including my work
address. Since | used my work address, | hope they  did not think | wanted to re-finance
City Hall.

The next day, | received several e-mail inquires fr om legitimate mortgage companies.

They were responding to my request, wanted to know if 1 was still interested and
wanting more information about me (credit stuff). All had options to be taken off their e-
mail lists. These e-mails were not spam because | requested the information. |
respectfully sent them an e-mail stating | was no |  onger interested in re-financing. It
would have been nice to own City Hall, but | could not afford it anyway on a cop’s
salary.

It appears this Spoofer is selling contact informat ion to legitimate mortgage companies.
But, who else may be buying the information?

These Spoofers are relentless. Today, | received m y own personal spoofed invite to
save money on a mortgage. What can | re-finance th is time--maybe the Capitol
Building? Nah, | can't afford that either.

Here is a copy of the e-mail and the associated web  page. Recognize anything familiar?
This reminds me of a classic saying on an old telev  ision show: “The names have been
changed to protect the guilty”...oops, wrong word... “inno cent.”



Since they both have the exact webpage graphics and content, are they making copies
of the same information on two different websites, or are they spoofing the webpage
address also? Impressive!



CAN-SPAM ACT OF 2003

The following information was copied from the FTC w ebsite at
www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

The CAN-SPAM Act: Requirements for Commercial E-mai  lers

The CAN-SPAM Act of 2003 (Controlling the Assault of Non-Solicited Pornography and Marketing Act) establishes
requirements for those who send commercial e-mail, spells out penalties for spammers and companies whose products are
advertised in spam if they violate the law, and gives consumers the right to ask e-mailers to stop spamming them.

The law, which became effective January 1, 2004, covers email whose primary purpose is advertising or promoting a
commercial product or service, including content on a Web site. A "transactional or relationship message" — email that
facilitates an agreed-upon transaction or updates a customer in an existing business relationship — may not contain false or
misleading routing information, but otherwise is exempt from most provisions of the CAN-SPAM Act.

The Federal Trade Commission (FTC), the nation's consumer protection agency, is authorized to enforce the CAN-SPAM Act.
CAN-SPAM also gives the Department of Justice (DOJ) the authority to enforce its criminal sanctions. Other federal and state
agencies can enforce the law against organizations under their jurisdiction, and companies that provide Internet access may
sue violators, as well.

What the Law Requires

Here's a rundown of the law's main provisions:

It bans false or misleading header information. Your email's "From," "To," and routing information — including the
originating domain name and email address — must be accurate and identify the person who initiated the email.

It prohibits deceptive subject lines. The subject line cannot mislead the recipient about the contents or subject
matter of the message.

It requires that your email give recipients an opt-  out method. You must provide a return email address or another
Internet-based response mechanism that allows a recipient to ask you not to send future email messages to that
email address, and you must honor the requests. You may create a "menu” of choices to allow a recipient to opt out
of certain types of messages, but you must include the option to end any commercial messages from the sender.

Any opt-out mechanism you offer must be able to process opt-out requests for at least 30 days after you send your
commercial email. When you receive an opt-out request, the law gives you 10 business days to stop sending email to
the requestor's email address. You cannot help another entity send email to that address, or have another entity send
email on your behalf to that address. Finally, it's illegal for you to sell or transfer the email addresses of people who
choose not to receive your email, even in the form of a mailing list, unless you transfer the addresses so another
entity can comply with the law.

It requires that commercial email be identified as an advertisement and include the sender's valid phy  sical
postal address. Your message must contain clear and conspicuous notice that the message is an advertisement or
solicitation and that the recipient can opt out of receiving more commercial email from you. It also must include your
valid physical postal address.




WHAT CAN I DO IF | RECEIVE UNWANTED SPAM?

If you get a spam e-mail that you think is deceptive or does not follow the guidelines
established by the CAN-SPAM Act, forward it to spam@uce.gov. The FTC uses the spam
stored in this database to pursue law enforcement actions against people who send deceptive
e-mail. But remember, the FTC investigative resources are limited and under-funded; so do
not expect action will be taken on most complaints. But let's use the “half-full” doctrine and
report it anyway. Your complaint may save thousands of victims.

Also, there is a private Spam watchdog group with a website at www.spamcom.net. You can
report it there, also. That organization will try to close down the website or the organization
through the service providers. They do a good job, so give them a chance. As with any
legitimate site, they will not be asking you for any personal information that can be used for
Identity Theft.

Additional Fraud Tips are posted on the Salem Police Department’s website at
www.cityofsalem.net/departments/police.
Click on the link entitled Fraud Tips.



