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FRAUD TIP OF THE MONTH �
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PPhhiisshhiinngg ,,  ssiimmppllyy  ssttaatteedd,,  iiss  tthhee  sseennddiinngg  ooff  aann  uunnssoolliicciitteedd  ee--mmaaiill  tthhaatt  ffaallsseellyy  ccllaaiimmss  ttoo  bbee  ffrroomm  
aann  eessttaabblliisshheedd  lleeggiittiimmaattee  bbuussiinneessss..    TThhee  ppuurrppoossee  ooff  tthhee  ee--mmaaiill  iiss  ttoo  rreettrriieevvee  ppeerrssoonnaall  iinnffoorrmmaattiioonn  
ffoorr  tthhee  ppuurrppoosseess  ooff  IIddeennttiittyy  TThheefftt..    TThhee  ee--mmaaiill  ddiirreeccttss  tthhee  uusseerr  ttoo  vviissiitt  aa  WWeebb  ssiittee,,  wwhheerree  tthheeyy  aarree  
aasskkeedd  ttoo  uuppddaattee  ppeerrssoonnaall  iinnffoorrmmaattiioonn,,  ssuucchh  aass  ppaasssswwoorrddss  aanndd  ccrreeddiitt  ccaarrdd,,  SSoocciiaall  SSeeccuurriittyy  aanndd  
bbaannkk  aaccccoouunntt  nnuummbbeerrss  tthhee  lleeggiittiimmaattee  oorrggaanniizzaattiioonn  aallrreeaaddyy  hhaass..    TThhee  wweebbssiittee,,  hhoowweevveerr,,  iiss  bboogguuss  
aanndd  sseett  uupp  oonnllyy  ttoo  sstteeaall  tthhee  uusseerr’’ss  iinnffoorrmmaattiioonn..  
  
Phishing continues to be a huge problem in Oregon.  Many still fall for the con, even with all the 
publicity. This week, a City of Salem employee received a “Phishing” e-mail targeting members of 
the Oregon Community Credit Union.  The city worker does not have an account with Oregon 
Community Credit Union.  
 
I have cut and pasted the e-mail.  Read it carefully.  See any grammatical errors?  See any other 
red flags?  How about the hyperlink address on the email?   
 

*********************************Copy of Phishing E -Mail ********************************** 
     
���� ������	
����
���������	
�����
 ������������������������
�
�
�
����������	�
����	
���
���
���	
�	�������� ��
�
�
�
���������������������� ��������!���"���
����		��#	� ����
����������	��$��%�"�	�� ����!��	%�	��	%������
 %	�
 �������������	
�#�� �������
���������	��&��$��%�!� �"���"�"�	��#�	�����'	���!�������	����#�������	��
�������
�����"��	�	
�
��"�
����������	�������	
��(����������)�	%�����)� � ���$��
%		#����$$$����
���������	
�����
� �*�%		#��������+������	�����	�����#�
������
�� �,�
�
�
��	���
���$�������#��	������	%���������	����� ��	�
 ����������	�������-��.�%�����
���$���������!����
��������	��������������������
�
/	��������� ��	�
����������	
��0%��)�
������"�!���	 �	%�����	��������!�������	������
�
�
1�
��"���2��
���3������	
�3��"�	�4�����
(�2����'�������5�
�����21�6����-�����
��
7�����2��
���3������	
�3��"�	�4�����
�
**************************************************************************************************************



 2

When you click on the link in the e-mail, you go to this bogus website created by the Identity Thief.  
It looks like the real Website, but IS NOT!!!!  This phony website, because it is a copy of the real 
Oregon Community Credit Union website, even has an Email Phishing Scam warning.  It’s nice 
that the criminal is providing a fraud tip on his PHONY webpage. 
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So, How Can I Protect Myself?  
 
TIPS: 
 

�� PREVENTION IS SIMPLE - Never….Never….Never click  on a link in an e-mail 
message or on a third-party site to go to any finan cial account.   This includes going 
to any site where you have to log on and use person al information.  Instead, always 
type in the address or use your own bookmark to rea ch the site.  

 
�� Your financial institution or credit card company w ill never send you an e-mail 

asking for your personal information or account inf ormation.  
 

�� Your financial institution or credit card company, because of Phishing, will never 
send you a security alert with a link to log into y our account.  If it is a genuine fraud 
alert, they will instruct you to use your own bookm ark or the phone numbers listed 
on your last statement or on your card.  

 
�� If the e-mail includes a link or a phone number, it  is probably a scam.  

 
�� DO NOT TRUST STRANGERS ON THE INTERNET.  The Intern et is great tool, but it is 

full of liars and thieves.    
 
 
 
 
 
 
 
 
 
 
 
 
 
 

For more information on Identity Theft and common s cams, visit our website at 
www.cityofsalem.net/departments/police  and click on the “Fraud Tips” link. 

 


