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July 15, 2007 

  
  
IIff  yyoouu  aarree  aaddvveerrttiissiinngg  ggooooddss  oorr  sseerrvviicceess,,  oorr  jjuusstt  llooookkiinngg  ffoorr  ffrriieennddsshhiipp,,  iinn  llooccaall  
nneewwssppaappeerrss  oorr  mmaaggaazziinneess,,  oorr  oonn  tthhee  IInntteerrnneett,,  tthheerree  iiss  ssoommeeoonnee  oonn  tthhee  IInntteerrnneett  wwaaiittiinngg  
  ttoo  ccoonnttaacctt  yyoouu……  HHee  uusseess  mmaannyy  nnaammeess,,  ddiissppllaayyss  mmaannyy  ffaacceess,,  ppllaayyss  mmaannyy  ggaammeess,,  bbuutt  iiss  
jjuusstt  aa  CCUUNNNNIINNGG                        !!!!  
                                                                                                                                                                                                                                                                                                                                    
TThheessee  ccrriimmiinnaallss  ttrroollll  tthhee  IInntteerrnneett,,  iinncclluuddiinngg  llooccaall  aaddss,,  llooookkiinngg  ffoorr  tthheeiirr  nneexxtt  vviiccttiimm..    TThheeyy  
aarree  oorrggaanniizzeedd  ((yyeess,,  OOrrggaanniizzeedd  CCrriimmee))  aanndd  vveerryy  ggoooodd  aatt  wwhhaatt  tthheeyy  ddoo..    TThheeyy  pprroovviiddee  
eemmaaiillss,,  pphhoonnee  ccaallllss  aanndd  ddooccuummeennttss,,  iinncclluuddiinngg  cchheecckkss  aanndd  mmoonneeyy  oorrddeerrss..        
  
RReeggaarrddlleessss  iiff  yyoouu  aarree  aaddvveerrttiissiinngg  aa  ddoogg,,  ccaarr,,  hhoorrssee,,  bbooaatt,,  hhoouussee,,  rreennttaall  pprrooppeerrttyy,,  
ddaayyccaarree,,  eemmppllooyymmeenntt  oorr  rroommaannccee,,  yyoouu  aarree  aa  ttaarrggeett..    MMoosstt  ooff  tthhee  ttiimmee,,  tthheerree  iiss  ssoommee  ssoorrtt  
ooff  OOVVEERRPPAAYYMMEENNTT  oorr  EEMMPPLLOOYYMMEENNTT  OOPPPPOORRTTUUNNIITTYY..    TThheeiirr  ggooaall  iiss  ttoo  ttrriicckk  yyoouu  iinnttoo  
ccaasshhiinngg  aa  ccoouunntteerrffeeiitt  cchheecckk  oorr  mmoonneeyy  oorrddeerr  aanndd  wwiirriinngg  tthheemm  ppaarrtt  ooff  tthhee  ffuunnddss..    
SSoommeettiimmeess  tthheeyy  aarree  aafftteerr  yyoouurr  ppeerrssoonnaall  iinnffoorrmmaattiioonn  ffoorr  tthhee  ppuurrppoosseess  ooff  IIddeennttiittyy  TThheefftt..    
  
TThhiiss  llaasstt  wweeeekk,,  aa  mmiiddddllee--aaggeedd  wwoommaann  wwhhoo  ddooeess  nnoott  hhaavvee  aa  ccrriimmiinnaall  rreeccoorrdd  wwaass  aatt  aa  
llooccaall  bbaannkk  ttrryyiinngg  ttoo  ddeeppoossiitt  ffiivvee  $$882200  WWaallMMaarrtt  MMoonneeyyGGrraammss  iinnttoo  hheerr  nneeww  bbaannkk  aaccccoouunntt..    
IInnsstteeaadd  ooff  rreecceeiivviinngg  aa  rreecceeiipptt,,  sshhee  ggoott  ttoo  mmeeeett  aa  SSaalleemm  PPoolliiccee  OOffffiicceerr..    TThhee  
MMoonneeyyGGrraammss  wweerree  ccoouunntteerrffeeiitt..    SShhee  wwaass  aatt  rriisskk  ooff  bbeeiinngg  aarrrreesstteedd..    HHooww  ccaann  tthhiiss  
hhaappppeenn??  
  

LLiikkee  mmaannyy  ffaammiilliieess,,  tthhee  wwoommaann  aanndd  hheerr  ffaammiillyy  wweerree  ssttrruugggglliinngg  wwiitthh  tthhee  ccoosstt  ooff  
lliivviinngg..    TThheeyy  hhaavvee  ccuussttooddyy  ooff  ttwwoo  ggrraannddcchhiillddrreenn..    AAnn  aadduulltt  ddaauugghhtteerr  aanndd  hheerr  
hhuussbbaanndd  aarree  lliivviinngg  wwiitthh  tthheemm..    AAfftteerr  hheerr  hhuussbbaanndd  lloosstt  hhiiss  jjoobb  aanndd  ccoouulldd  nnoott  ffiinndd  
llooccaall  eemmppllooyymmeenntt,,  tthheeyy  mmoovveedd  ttoo  OOrreeggoonn  ttoo  ssttaarrtt  aa  nneeww  lliiffee..    HHeerr  hhuussbbaanndd  ffoouunndd  
aa  jjoobb  iinn  SSaalleemm..    
  
TThhee  ffaammiillyy  nneeeeddeedd  aa  larger rental residence, ideally a house, to accommodate 
everyone.  Without additional income, they could not afford the move. To defer 
some of the costs of rent associated with a larger rental house, they were willing 
to work on the property in exchange for a reduction in rent.  Therefore, she put 
an ad on “CraigList”, a free Internet advertising site, seeking such an 
arrangement.   
 
She received an email offer from a person (using the name Patience Udorah) 
who claimed to be living in France.  Through emails, and later phone calls, she 
learned Udorah owned a furniture business and had a rental home in Salem.  
Udorah was out of the country and needed someone to receive payments from 
customers purchasing furniture in the United States.  
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Udorah offered the woman an At-Home Business opportunity that included living 
in his Salem rental home for free .  In addition, she would receive a 10% 
commission.  The employment included receiving checks or money orders from 
customers, cashing them through her personal checking account, keeping 10% 
as commission, and wiring the remaining funds to Udorah in France.  She 
agreed.  Through FedEX, she received a package containing five $820 WalMart 
money orders.  She went to the bank, and the rest is history (documented in a 
police report). 
 
Will you, or someone you know, be next?            

  
          EExxaammppllee  ooff  MMoonneeyy  OOrrddeerr  

        
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
    
  
  
PPrroobblleemm::  
  

�� �� CCrriimmiinnaallss  ccoommmmoonnllyy  uussee  tthhee  IInntteerrnneett  ttoo  ccoommmmiitt  IIddeennttiittyy  TThheefftt  aanndd  FFrraauudd..  
      
�� �� IInn  22000044,,  FFeeddeerraall  TTrraaddee  CCoommmmiissssiioonn  ssttaattiissttiiccss  sshhoowweedd  tthhaatt  5533%%  ooff  aallll  IIddeennttiittyy  

TThheefftt  wwaass  IInntteerrnneett--rreellaatteedd..  ((II  ccoouulldd  nnoott  llooccaattee  tthhee  ssttaattiissttiicc  ffoorr  22000055))  
      
�� �� EEmmppllooyymmeenntt  ssccaammss  aarree  aa  ffaavvoorriittee,,  eessppeecciiaallllyy  aammoonngg  iiddeennttiittyy  tthhiieevveess..  

  
�� �� TThheeyy  aarree  wweellll  oorrggaanniizzeedd  ––  yyeess,,  ““OOrrggaanniizzeedd  CCrriimmee..””    PPeerrssoonnss  iinn  OOrreeggoonn  aarree  

ffrreeqquueennttllyy  aattttaacckkeedd  bbyy  ddoommeessttiicc  aanndd  iinntteerrnnaattiioonnaall  oorrggaanniizzaattiioonnss..  
  

�� �� TThheeyy  wwiillll  ttaarrggeett  yyoouurr  ppeerrssoonnaall  iinnffoorrmmaattiioonn,,  hhaavvee  yyoouu  llaauunnddeerr  ssttoolleenn  ffuunnddss  tthhrroouugghh  
yyoouurr  bbaannkk  aaccccoouunntt,,  oorr  hhaavvee  yyoouu  ccaasshh  ffrraauudduulleenntt  cchheecckkss  oorr  mmoonneeyy  oorrddeerrss..    
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TIPS TO AVOID EMPLOYMENT FRAUD ON THE INTERNET  
 

Applying For A Job:  Applying for jobs on the Internet can be safe.  Research the 
companies before you respond.  If the online inquiry asks for more information 
than your name, address and telephone number, BEWARE.  Don’t give it. There 
are many Internet employment scams.  Here are a few: 
 
Scammers Will Create Fake Job Postings:  The scammer posts a fake job 
announcement on the Internet.  The on-line application normally asks for 
personal information, including Social Security numbers.  Sometimes the 
applications ask for bank account information as part of a background process.  
There may be a filing fee, which can be paid by providing a credit card number 
and expiration date.  The scammer is after personal information for the purposes 
of Identity Theft, or your credit card number for the purposes of Credit Card 
Fraud.    
 
Scammers Will Respond To Legitimate Job Postings:  The scammer will surf the 
job websites, such as “CareerBuilder.com.”  The scammer will contact the victim 
online asking that a follow-up application be completed.  Again, the scammer is 
after personal information and/or banking information. 
 
Scammers Will Create Elaborate Websites:  The scammers will create elaborate 
websites, pretending to be a major corporation.  There will be a link for their 
Human Resources Department (employment).  They will try to get personal 
information for the purposes of Identity Theft, or lure you into cashing fraudulent 
checks or money orders.     

 
 

INTERNET SAFETY- General Tips  
 

1. The INTERNET is a DANGEROUS PLACE .  Be cautious of all persons, 
websites, employment offers and e-mails.  Take a class on how to navigate 
safely. 

 
2. You are at RISK OF BECOMING THE VICTIM OF IDENTITY THEFT if you give 

out your personal information on the Internet.  Don’t respond to unexpected 
emails, even if they claim to be from your bank. 

 
3. Never give out your PERSONAL INFORMATION or BANK AC COUNT 

NUMBERS to a person you meet on the Internet.  
 

44..  IIff  yyoouu  aarree  eevveerr  aasskkeedd  ttoo  WWIIRREE  FFUUNNDDSS,,  oorr  sseenndd  aa  ““MMoonneeyyGGrraamm,,””  ffoorr  aa  ppeerrssoonn  
yyoouu  mmeett  oonn  tthhee  iinntteerrnneett,,  IITT  IISS  IILLLLEEGGAALL  OORR  AA  SSCCAAMM!!!! !!   

 
55..  DDOO  NNOOTT  AACCCCEEPPTT  CCHHEECCKKSS  ffrroomm  aannyyoonnee  yyoouu  mmeeeett  oonn  tthhee  IInntteerrnneett,,  eevveenn  iiff  iitt  iiss  

ffoorr  lloovvee  oorr  eemmppllooyymmeenntt..  
 

6. DO NOT ALLOW anyone to have ACCESS TO YOUR BANK ACC OUNT or 
bank account numbers. 
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77..  IIff  aannyyoonnee  aasskkss  yyoouu  ttoo  PPRREE--PPAAYY  AA  FFEEEE  ttoo  rreecceeiivvee  aannyy  ttyyppee  ooff   ffuunnddss,,  ssuucchh  aass  

llootttteerryy  wwiinnnniinnggss,,  iitt  iiss  aa  SSCCAAMM..  
  

88..  TTrreeaatt  AAll ll   PPeerrssoonnss  YYoouu  MMeeeett  oonn  tthhee  IInntteerrnneett  aass  SSTTRRAANNGGEERRSS    
  

  
NNoottee::    TThheessee  wwaarrnniinnggss  aallssoo  aappppllyy  ttoo  uunnssoolliicciitteedd  oorr  uunneexxppeecctteedd  lleetttteerrss..    IIddeennttiittyy  
TThhiieevveess  uussee  tthhee  mmaaiill  ssyysstteemm  ttoo  ttaarrggeett  ppeeooppllee  wwhhoo  ddoo  nnoott  hhaavvee  IInntteerrnneett  aacccceessss..      

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

For more information on Identity Theft and common Scams, visit the Salem Police 
Department’s website at www.cityofsalem.net/departments/police. 


