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If you are advertising goods or services, or just looking for friendship, in local
newspapers or magazines, or on the Internet, there is someone on the Internet waiting
to contact you... He uses many names, displays many faces, plays many games, but is
justa CUNNING «= Il

Ay
These criminals troll the Internet, including local ads, looking for their next victim. They
are organized (yes, Organized Crime) and very good at what they do. They provide
emails, phone calls and documents, including checks and money orders.

Regardless if you are advertising a dog, car, horse, boat, house, rental property,
daycare, employment or romance, you are a target. Most of the time, there is some sort
of OVERPAYMENT or EMPLOYMENT OPPORTUNITY. Their goal is to trick you into
cashing a counterfeit check or money order and wiring them part of the funds.
Sometimes they are after your personal information for the purposes of Identity Theft.

This last week, a middle-aged woman who does not have a criminal record was at a
local bank trying to deposit five $820 WalMart MoneyGrams into her new bank account.
Instead of receiving a receipt, she got to meet a Salem Police Officer. The
MoneyGrams were counterfeit. She was at risk of being arrested. How can this
happen?

Like many families, the woman and her family were struggling with the cost of
living. They have custody of two grandchildren. An adult daughter and her
husband are living with them. After her husband lost his job and could not find
local employment, they moved to Oregon to start a new life. Her husband found
a job in Salem.

The family needed a larger rental residence, ideally a house, to accommodate
everyone. Without additional income, they could not afford the move. To defer
some of the costs of rent associated with a larger rental house, they were willing
to work on the property in exchange for a reduction in rent. Therefore, she put
an ad on *“CraigList”, a free Internet advertising site, seeking such an
arrangement.

She received an email offer from a person (using the name Patience Udorah)
who claimed to be living in France. Through emails, and later phone calls, she
learned Udorah owned a furniture business and had a rental home in Salem.
Udorah was out of the country and needed someone to receive payments from
customers purchasing furniture in the United States.



Udorah offered the woman an At-Home Business opportunity that included living
in his Salem rental home for free . In addition, she would receive a 10%
commission. The employment included receiving checks or money orders from
customers, cashing them through her personal checking account, keeping 10%
as commission, and wiring the remaining funds to Udorah in France. She
agreed. Through FedEX, she received a package containing five $820 WalMart
money orders. She went to the bank, and the rest is history (documented in a
police report).

Will you, or someone you know, be next?

Example of Money Order

Problem:
Criminals commonly use the Internet to commit Identity Theft and Fraud.

In 2004, Federal Trade Commission statistics showed that 53% of all Identity
Theft was Internet-related. (I could not locate the statistic for 2005)

Employment scams are a favorite, especially among identity thieves.

They are well organized — yes, “Organized Crime.” Persons in Oregon are
frequently attacked by domestic and international organizations.

They will target your personal information, have you launder stolen funds through
your bank account, or have you cash fraudulent checks or money orders.



TIPS TO AVOID EMPLOYMENT FRAUD ON THE INTERNET

Applying For A Job: Applying for jobs on the Internet can be safe. Research the
companies before you respond. If the online inquiry asks for more information
than your name, address and telephone number, BEWARE. Don't give it. There

are many Internet employment scams. Here are a few:

Scammers Will Create Fake Job Postings: The scammer posts a fake job
announcement on the Internet. The on-line application normally asks for
personal information, including Social Security numbers. Sometimes the
applications ask for bank account information as part of a background process.
There may be a filing fee, which can be paid by providing a credit card humber
and expiration date. The scammer is after personal information for the purposes
of Identity Theft, or your credit card number for the purposes of Credit Card

Fraud.

Scammers Will Respond To Legitimate Job Postings: The scammer will surf the
job websites, such as “CareerBuilder.com.” The scammer will contact the victim
online asking that a follow-up application be completed. Again, the scammer is

after personal information and/or banking information.

Scammers Will Create Elaborate Websites: The scammers will create elaborate
websites, pretending to be a major corporation. There will be a link for their
Human Resources Department (employment). They will try to get personal
information for the purposes of Identity Theft, or lure you into cashing fraudulent

checks or money orders.

INTERNET SAFETY- General Tips

1. The INTERNET is a DANGEROUS PLACE . Be cautious of all persons,
websites, employment offers and e-mails. Take a class on how to navigate

safely.

2. You are at RISK OF BECOMING THE VICTIM OF IDENTITY THEFT if you give
out your personal information on the Internet. Don’t respond to unexpected

emails, even if they claim to be from your bank.

3. Never give out your PERSONAL INFORMATION or BANK AC COUNT

NUMBERS to a person you meet on the Internet.

4. If you are ever asked to WIRE FUNDS, or send a “MoneyGram,” for a person

you met on the internet, IT IS ILLEGAL OR A SCAM!!!

5. DO NOT ACCEPT CHECKS from anyone you meet on the Internet, even if it is

for love or employment.

6. DO NOT ALLOW anyone to have ACCESS TO YOUR BANK ACC OUNT or

bank account numbers.



7. If anyone asks you to PRE-PAY A FEE to receive any type of funds, such as
lottery winnings, it is a SCAM.

8. Treat All Persons You Meet on the Internet as STRANGERS

Note: These warnings also apply to unsolicited or unexpected letters. ldentity
Thieves use the mail system to target people who do not have Internet access.

For more information on ldentity Theft and common Scams, visit the Salem Police
Department’s website at www.cityofsalem.net/departments/police.




