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What is a “Secret Shopper?” Many businesses hire other companies to evaluate their
goods and services. Sometimes, this evaluation process involves an “undercover”
practice commonly called “Secret Shopper.” The evaluation company sends a person
pretending to be a customer into the business to purchase goods or services. Store
personnel do not know they are being evaluated. The “undercover” evaluator makes
the purchase, later filling out an evaluation sheet on the building, service and employee
handling the transaction.

There are legitimate “Secret Shopper” companies. But, there are also many “Secret
Shopper” employment scam operations. Most of the “Secret Shopper” employment
scammers operate through the Internet. In addition, these scammers post employment
ads in local newspapers and magazines.

Recently, a young adult man from Salem answered an employment ad on the Internet
to be a Secret Shopper for a company calling itself “Service Solutions Shopping Insite,
Inc.” The company claimed to be out of Peterborough, Ontario, Canada.

His first assignment involved making a small purchase at The Gap and Wal-Mart. In
addition, he was to use “Western Union” to wire $2,600 to a person in Canada. Finally,
he was to use “MoneyGram” to wire $1,400 to a different person in Canada. He was to
complete evaluations on all four transactions.

He was sent a $4,900 Cashier's Check to fund the assignment and pay his commission
of $610. He deposited the check with his bank and followed the instructions. He made
the two wire transfers totaling $4,000. A short time later, the check was returned to his
bank as a counterfeit. Besides not being paid, he now owes his bank $4,000.

Note: These fraudsters are organized and very good at what they do. They
commonly use the correct routing and account numbers for the bank listed on the
check. Therefore, if someone “verifies funds,” it appears the check is good
because there is money in the account. The check will not bounce until the
transaction reaches the bank.



m: Applying for jobs on the Internet can be safe, but you need to know what you are
doing and ALWAYS PROTECT YOUR PERSONAL INFORMATION. Research the
companies before you respond. There are many Internet employment scams. Their
goal is to trick you into cashing counterfeit checks or money orders, or obtain your
personal information for the purposes of Identity Theft.

Scammers will post fake job offerings
o0 On the Internet
o In Magazines
o Inlocal newspapers

Scammers will respond to legitimate job postings
o From the Internet
o From local newspapers

Scammers will create elaborate websites representing themselves as legitimate
businesses looking for employees

If you are asked to pay any type of “ADVANCE FEE” to be employed or to
receive any type of winnings or benefit, it is a SCAM. They may offer to send
you a check (counterfeit) to cover the cost of the fee.

If you are asked to wire money to a person or company you met on the Internet,
it is a scam -- say goodbye to your money.

o DO NOT WIRE MONEY OUT OF THE COUNTRY; you may be
sponsoring a criminal or a terrorist.

Scammers will provide you with convincing documents

THE FOLLOWING DOCUMENTS WERE SENT TO THE VICTIM
AS PART OF THE SCAM:
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Sincerely,

Steven Howellin
(Human Resources Manager)

176 CHARLOTTE STREET, PETERBOROUGH ON, K9J 2T8






For more information on Identity Theft and common Scams, visit the Salem Police Department’s website
at
www.cityofsalem.net/departments/police




