This week, the IRS (?) is sending out e-mails notifying taxpayers that they are getting an
additional refund. All you have to do is provide them with your Social Security number
and a credit card number to receive your refund. HMMMMM...

These e-mails are just another type of Phishing. The criminal organization behind this
scam probably sent out tens of thousands of identical e-mails, randomly selecting e-mail
addresses. Statistically, they can get a return as high as 10 percent. Are you, or
someone you know, the next victim of identity theft through Phishing? Share this
information with friends and relatives.

A Salem resident received the following e-mail. The e-mails and associated web pages
are official looking. Read them closely. Do you see any red flags?
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If you fall for this Phishing e-mail and CLICK ON THE LINK IN THE EMAIL , you will go
to the following bogus IRS web page.



Continue to CLICK ON THE LINKS , and we move to the gathering phase of the scam.



One more CLICK, and your done!



You gave them all the information they need.

Are you going to get:
a. A Tax Refund
b. A Large Credit Card Bill
c. A New Identity
d. Bothbandc



TIPS:

PHISHING, simply stated, is the sending of an unsolicited e-mail that falsely
claims to be an established legitimate business. The purpose of the e-mail is to
retrieve personal information for the purposes of Identity Theft. The e-mail directs
the user to visit a Web site, where they are asked to update personal information,
such as passwords and credit card, social security and bank account numbers
that the legitimate organization already has. The web site, however, is bogus and
set up only to steal the user’'s information. Phishing is also done using the
telephone.

If you receive an unsolicited e-mail, letter or phone call, NEVER give out your
personal information. This includes...

o Governmental Agencies, including the IRS and Law Enforcement

o Financial Institutions (bank, credit unions, and credit card companies)

These scammers are organized. They are very good at what they do. They
create elaborate look-a-like websites and forms.
o If you are unfamiliar with a company or web site, verify they are legitimate.
A simple “Google” search is a good place to start.

If you want to make an inquiry about a letter, e-mail or phone call, NEVER USE
THE HYPERLINKS OR PHONE NUMBERS PROVIDED.

0 Use your web browser to go to the website of a financial institution, or a
website where you are going to share your personal information or
banking information.

o0 Use the phone number listed on your credit card or billing records to
contact the business. Consider using the telephone directory.

ALWAYS KNOW WHOM YOU ARE COMMUNICATING WITH. Their goal is to
have you panic and quickly use one of the bogus links on the e-mail, or to keep
you on the phone so they can convince you they’re authentic.

o DO NOT CLICK

o0 INTERRUPT and hang up

0 RESEARCH, if you are going to re-contact them.

For additional fraud tips, visit the Salem Police Departments website at
www.cityofsalem.net/departments/police.




