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This week, the IRS (?) is sending out e-mails notifying taxpayers that they are getting an 
additional refund.  All you have to do is provide them with your Social Security number 
and a credit card number to receive your refund.  HMMMMM… 
 
These e-mails are just another type of Phishing.  The criminal organization behind this 
scam probably sent out tens of thousands of identical e-mails, randomly selecting e-mail 
addresses.  Statistically, they can get a return as high as 10 percent.  Are you, or 
someone you know, the next victim of identity theft through Phishing?  Share this 
information with friends and relatives. 
 
A Salem resident received the following e-mail.  The e-mails and associated web pages 
are official looking.  Read them closely.  Do you see any red flags?   
 
        ************************************  E-mail   ****************************************** 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
**************************************************************************************************** 
 
 
If you fall for this Phishing e-mail and CLICK ON THE LINK IN THE EMAIL , you will go 
to the following bogus IRS web page.  
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Continue to CLICK ON THE LINKS , and we move to the gathering phase of the scam. 
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One more CLICK, and your done!   
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You gave them all the information they need.  
  

Are you going to get: 
a. A Tax Refund 
b. A Large Credit Card Bill 
c. A New Identity 
d. Both b and c  
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TIPS: 
�� PPHHIISSHHIINNGG,,  ssiimmppllyy  ssttaatteedd,,  iiss  tthhee  sseennddiinngg  ooff  aann  uunnssoolliicciitteedd  ee--mmaaiill  tthhaatt  ffaallsseellyy  

ccllaaiimmss  ttoo  bbee  aann  eessttaabblliisshheedd  lleeggiittiimmaattee  bbuussiinneessss..    TThhee  ppuurrppoossee  ooff  tthhee  ee--mmaaiill  iiss  ttoo  
rreettrriieevvee  ppeerrssoonnaall  iinnffoorrmmaattiioonn  ffoorr  tthhee  ppuurrppoosseess  ooff  IIddeennttiittyy  TThheefftt..    TThhee  ee--mmaaiill  ddiirreeccttss  
tthhee  uusseerr  ttoo  vviissiitt  aa  WWeebb  ssiittee,,  wwhheerree  tthheeyy  aarree  aasskkeedd  ttoo  uuppddaattee  ppeerrssoonnaall  iinnffoorrmmaattiioonn,,  
ssuucchh  aass  ppaasssswwoorrddss  aanndd  ccrreeddiitt  ccaarrdd,,  ssoocciiaall  sseeccuurriittyy  aanndd  bbaannkk  aaccccoouunntt  nnuummbbeerrss  
tthhaatt  tthhee  lleeggiittiimmaattee  oorrggaanniizzaattiioonn  aallrreeaaddyy  hhaass..    TThhee  wweebb  ssiittee,,  hhoowweevveerr,,  iiss  bboogguuss  aanndd  
sseett  uupp  oonnllyy  ttoo  sstteeaall  tthhee  uusseerr’’ss  iinnffoorrmmaattiioonn..    PPhhiisshhiinngg  iiss  aallssoo  ddoonnee  uussiinngg  tthhee  
tteelleepphhoonnee..   

 
�� IIff  yyoouu  rreecceeiivvee  aann  uunnssooll iicc ii tteedd  ee--mmaaiill,,  lleetttteerr  oorr  pphhoonnee  ccaallll,,  NNEEVVEERR  ggiivvee  oouutt  yyoouurr  

ppeerrssoonnaall  iinnffoorrmmaattiioonn..    TThhiiss  iinncclluuddeess…… 
o GGoovveerrnnmmeennttaall  AAggeenncciieess,,  iinncclluuddiinngg  tthhee  IIRRSS  aanndd  LLaaww  EEnnffoorrcceemmeenntt 
o FFiinnaanncciiaall  IInnssttiittuuttiioonnss  ((bbaannkk,,  ccrreeddiitt  uunniioonnss,,  aanndd  ccrreeddiitt  ccaarrdd  ccoommppaanniieess)) 
 

�� TThheessee  ssccaammmmeerrss  aarree  oorrggaanniizzeedd..    TThheeyy  aarree  vveerryy  ggoooodd  aatt  wwhhaatt  tthheeyy  ddoo..    TThheeyy  
ccrreeaattee  eellaabboorraattee  llooookk--aa--lliikkee  wweebbssiitteess  aanndd  ffoorrmmss..   

o IIff  yyoouu  aarree  uunnffaammiilliiaarr  wwiitthh  aa  ccoommppaannyy  oorr  wweebb  ssiittee,,  vveerriiffyy  tthheeyy  aarree  lleeggiittiimmaattee..  
AA  ssiimmppllee  ““GGooooggllee””  sseeaarrcchh  iiss  aa  ggoooodd  ppllaaccee  ttoo  ssttaarrtt..   

   
�� IIff  yyoouu  wwaanntt  ttoo  mmaakkee  aann  iinnqquuiirryy  aabboouutt  aa  lleetttteerr,,  ee--mmaaiill  oorr  pphhoonnee  ccaallll,,  NNEEVVEERR  UUSSEE  

TTHHEE  HHYYPPEERRLLIINNKKSS  OORR  PPHHOONNEE  NNUUMMBBEERRSS  PPRROOVVIIDDEEDD..         
o Use your web browser to go to the website of a financial institution, or a 

website where you are going to share your personal information or 
banking information. 

o Use the phone number listed on your credit card or billing records to 
contact the business.  Consider using the telephone directory.  

 
�� ALWAYS KNOW WHOM YOU ARE COMMUNICATING WITH.   Their goal is to 

have you panic and quickly use one of the bogus links on the e-mail, or to keep 
you on the phone so they can convince you they’re authentic.    

o DO NOT CLICK 
o INTERRUPT and hang up  
o RESEARCH, if you are going to re-contact them.  

 
 
 
 

 
 
 

For additional fraud tips, visit the Salem Police Departments website at 
www.cityofsalem.net/departments/police. 


